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Production facilities in sectors such as energy, oil, gas, nuclear technology and electrici-
ty supply are essential for the economy and society. Technical failures can have serious
consequences - for safety, the environment and security of supply. Regular inspections
are therefore essential; however, they are often time-consuming and hazardous. In addi-
tion, fewer and fewer specialists are available to carry them out. Autonomous inspecti-
on robots offer a promising solution. They can collect large amounts of data around the
clock, analyse it using artificial intelligence (Al) and perform numerous tasks independ-
ently. This eases the burden on specialists, avoids hazardous operations and increases
operational safety. However, the use of such systems raises complex regulatory issues.
Since the EU Al Act came into force, many Swiss robotics companies have faced the
question of how to comply with this legislation and other relevant EU requirements such
as the Machinery Regulation. As part of the Innovation Sandbox for Al and based on a
use case by ANYbotics, the Office for Economy of the Canton of Zurich and the Center
for Information Technology, Society, and Law (ITSL) at the University of Zurich have de-
veloped strategies for dealing with regulatory requirements for autonomous inspection
systems. The findings are intended to support further robotics companies and facilitate
access to the EU market.

Innovation Sandbox for Al

The project team drew up this document as part new data sources. The contents of this report are
of the Innovation Sandbox for Al. The Sandbox is a not legally binding and do not represent the official
test environment for implementing Al projects from  position of any public institutions. Any liability for

various sectors. This broad-based initiative from legal aspects is excluded.
government, business and research promotes re-
sponsible innovation by ensuring the project team More information

and participating organisations work together clo-
sely on regulatory issues and enable the use of
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O1.
Potential of
autonomous

inspection robots

Industrial plants in sectors such as energy;, oil and
gas, electricity supply, and chemicals are among
the most complex and safety-critical infrastructu-
res in our society. A single outage can have far-rea-
ching consequences - for security of supply, the
environment or the staff working on site. To prevent
malfunctions, regular inspections are essential. In
many cases, these are done manually and in analo-
gue form. Employees perform visual checks, read
measuring instruments or record observations on
site. Systematic, continuous data collection rarely
takes place, which means a basis for predictive
maintenance and precise error analysis is often
lacking. At the same time, the inspections are very
demanding. They lead personnel into confined
spaces, onto tall structures or into potentially ex-
plosive zones. The physical strain is considerable,
and the risk of accidents is real. According to the
International Labour Organization, around 395
million workers worldwide sustain a non-fatal occu-
pational injury each year, a significant proportion of
which are attributable to hazardous industrial envi-
ronments. In addition, there is a structural shortage
of specialists: Many organisations in the energy
sector have difficulty finding enough qualified staff
to ensure their operations in the long term. Against
this backdrop, autonomous inspection robots are
becoming increasingly important. Modern systems
can monitor facilities around the clock, record data
and carry out initial evaluations without endange-

* The terms marked in blue are explained on page 37 in the glossary.

ring people. These robots are based on a combi-
nation of sensors, Al, mobile robotics and digital
twins. They record temperature, noise, leaks, visual
changes or vibration patterns — and automatically
determine maintenance requirements or potential
hazards. Many of these systems are designed to
work alongside humans: They perform routine in-
spections, capture data from hard-to-reach areas
or provide control room staff with real-time data.
This reduces the physical presence of people on
site and also improves the quality of decisions.

«Autonomous inspec-
tions will be crucial for
safety and efficiency in
industry in the future.»

Raphael von Thiessen,
Al Sandbox Programme Manager

" International Labour Organization (ILO), Occupational Safety and Health (Link).

2 International Energy Agency, World Energy Employment 2023 (Link).
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O1. Potential of autonomous inspection robots

Key benefits of autonomous inspection robots:
= Improved safety
People are not exposed to hazardous situations.

= Better underlying data
Continuous, standardised recording and
transmission improves the quality of data.

= Greater efficiency
Automated routine tasks relieve staff
and reduce downtime.

= Less burden on specialists
Personnel shortages are alleviated, as
fewer on-site deployments are required.

= Future viability
Integration into digital systems and twins
creates new automation potential.

Despite these benefits, there are also some chal-
lenges: Autonomous systems might capture in-
correct data or misinterpret analyses — especially
in complex environments or if sensor values are
unclear. Movement malfunctions or unexpected
interactions with staff can also pose safety risks —
especially in environments that are difficult to navi-
gate. Technical and organisational safety concepts,
ongoing quality assurance and a clear division of
responsibilities between human and machine are
therefore required in order to unlock the full poten-
tial of these technologies.

New regulatory issues are also emerging: While the
legal framework for machinery (e.g. in the area of
product safety) has been established in the EU for
years, the use of Al is giving rise to new uncertain-
ties. Al systems that are designed to make decisi-
ons or identify risks autonomously raise questions
of transparency, accountability and liability. With
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the Al Act, a specific regulatory framework for Al
has been created in the EU for the first time; howe-
ver, its interplay with existing EU regulations such
as the Machinery Directive, the Machinery Regu-
lation, the Data Act and the Cyber Resilience Act
poses additional challenges for manufacturers and
operators. Careful delineation and combination of
the regulatory requirements is necessary, especial-
ly for systems that are classified as both machinery
and Al application.



02.
Relevant
EU regulations

Since the introduction of autonomous inspection
systems for safety-critical infrastructures such as
energy, industrial and transport facilities, Swiss ro-
botics manufacturers have been faced with increa-
singly complex regulatory issues. EU legislation such
as the Al Act, the Machinery Regulation, the Data
Act and the Cyber Resilience Act create new frame-
works with requirements that not only overlap but
also complement or contradict one another. Sys-
tems with integrated Al components are affected in
particular — in other words, machinery that not only
performs mechanical tasks but also analyses and
evaluates aspects or prepares and makes decisions
on the basis of data.

This chapter provides a structured introduction to
the EU regulations that are relevant to such systems.
The aim is to present the regulatory basis in a conci-
se way, provide guidance, and outline strategies for
legal classification and implementation — particularly
for manufacturers based in Switzerland who want to
market their products in the EU.

Chapter 3 expands on these principles using a
specific practical example from the Canton of Zu-
rich’s Innovation Sandbox for Al. The project used
ANYmal, a four-legged inspection robot from AN-
Ybotics, to systematically address key regulatory
issues relating to the interaction of Al and robotics.
The courses of action and strategic considerations
developed are not only important for ANYbotics, but
also have high practical relevance for other robotics
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companies in Switzerland that develop or sell similar
systems.

21 EU Machinery Directive and Machinery
Regulation

In most cases, inspection robots will qualify as ma-
chinery regardless of their level of autonomy and will
therefore be subject to the applicable legal require-
ments. The relevant legislation in this context is the
Swiss Machinery Ordinance, which is based on the
EU Machinery Directive (EC Directive 2006/42/EC)
and transposes its requirements into Swiss law.

What do machinery manufacturers have to bear
in mind today if they want to place machinery on
the market in the EU?

If manufacturers want to place an inspection robot
on the EU market, they must comply with the provi-
sions of the EU Machinery Directive. A conformity
assessment stating that the machinery meets all the
relevant requirements is required. The CE marking
must then be affixed as proof of conformity with all
relevant legal provisions.

Switzerland has concluded a Mutual Recognition
Agreement (MRA) with the EU for conformity as-
sessments. The aim of the MRA was to enable
uniform conformity assessments in Switzerland and
the EU and ensure their mutual recognition, i.e. that
a Swiss conformity assessment body could certify
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EU conformity, and vice versa. However, the MRA
has not been updated since Switzerland rejected
the framework agreement. This means: If a provision
included in the MRA is amended or replaced, it falls
outside the scope of the Agreement. This also elimi-
nates the need for mutual recognition of equivalence.

The EU Machinery Directive is currently part of the
MRA, and Swiss machinery manufacturers still be-
nefit from the mutual recognition of conformity. Ho-
wever, the EU Machinery Directive will be replaced
by the new EU Machinery Regulation on 20 January
2027. If the MRA is not updated by then, mutual re-
cognition will no longer apply. Swiss manufacturers
will therefore need to have the conformity assess-
ment carried out by a notified body in the EU.

When does the EU Machinery Regulation come
into force?

The new EU Machinery Regulation (EU 2023/1230)
was published in the EU Official Journal on 29

June 2023 and formally came into force on 19 July
2023. It will apply from 20 January 2027 and repla-
ce the previously applicable Machinery Directive
2006/42/EC. As a regulation, it is — unlike a directive
— directly applicable in all Member States and does
not need to be transposed into national law.

The previous EU Machinery Directive will remain ful-
ly applicable until 19 January 2027. Manufacturers
are already allowed to work according to the new
Regulation, but to place a product on the market ina
legally compliant way, they must ensure that the re-
quirements of the old Directive are still met. Depen-
ding on when the product is placed on the market, it
must meet the requirements of either the EU Machi-
nery Directive or the EU Machinery Regulation. If the
timing is unknown, the product should comply with
both legal frameworks. In such case, issuing two
declarations of conformity may be a solution. The
manufacturer can thereby confirm that its product
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complies with the EU Machinery Directive if placed
on the market before 19 January 2027 or with the
EU Machinery Regulation if placed on the market on
or after 20 January 2027.

The new EU Machinery Regulation will be binding
from 20 January 2027. From that date, machinery
may only be placed on the market on the basis of
this Regulation. Under EU law, placing on the market
means making a product available for the first time
for distribution or use. The manufacturing date is ir-
relevant from a legal point of view.

Machinery that was placed on the market before
20 January 2027 in accordance with the EU Machi-
nery Directive may continue to be used, traded and
operated. The new Regulation alone does not re-
quire any retrofitting. However, if machinery already
placed on the market is substantially modified (e.g.
through reconstruction, replacement of the control
system or a major change to its functionality), this
may be considered a new placing on the market.

What will the EU Machinery Regulation change
for autonomous inspection robots?

The EU Machinery Regulation introduces some im-
portant changes for manufacturers of autonomous
inspection robots. The extent to which these chan-
ges apply depends on which parts of the inspection
robot are autonomous. The Regulation contains a
definition for autonomous mobile machinery.

The new provisions on conformity assessments are
particularly relevant: For some types of machinery,
the assessment can no longer be carried out by the
manufacturer itself, i.e. self-declaration or internal
production control is no longer possible. This ap-
plies to the machinery listed in Annex |, Part A of
the EU Machinery Regulation. According to Annex
|, Part A, point 6, this includes ‘machinery that has
embedded systems with fully or partially self-evol-
ving behaviour using machine learning approaches
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ensuring safety functions that have not been placed
independently on the market, in respect only of tho-
se systems’. The changes are therefore particularly
relevant for Al components that ensure safety func-
tions.

In the case of an autonomous inspection robot,

the definition in Annex |, Part A, point 6 of the EU
Machinery Regulation should generally be met, as
machine learning is typically used for safety-relevant
navigation and obstacle detection functions, such
as to avoid collisions in complex industrial environ-
ments - functions that have a direct impact on the
safe operation of the robot.

The EU Machinery Regulation also explicitly stipula-
tes that the machinery must not become hazardous
even in the event of lawful or unlawful access (re-
ferred to as protection against corruption, Annex llI
Part B, point 11.9).

Furthermore, separate requirements concerning the
monitoring function are established in addition to
the other essential health and safety requirements
of Annex lll that may be applicable (Annex lIl Part B,
point 3.2.4).
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What does this mean for previous conformity
assessments?

Machinery correctly placed on the market before
20 January 2027 in accordance with the EU Machi-
nery Directive will continue to be considered legally
compliant. Declarations of conformity will remain
legally valid even after the cut-off date. After that
date, machinery may no longer be placed on the
market on the basis of the EU Machinery Directive.
The new EU Machinery Regulation will apply and a
corresponding EU declaration of conformity will be
required.

Which conformity assessment procedures

are possible?

For machinery listed in Annex |, Part A of the EU
Machinery Regulation, a conformity assessment
procedure by a notified body (i.e. rather than the
manufacturer itself) is required. The Regulation lists
three possible conformity assessment procedures:

= EU type-examination
The notified body examines a sample of
the machinery and assesses each type
of machinery.

= Full quality assurance
The manufacturer’s quality assurance system
is assessed, rather than the product. Because
quality assurance is carried out, there is no
need to assess the individual products.

= Unit verification
Each individual product is assessed.
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EU type-examination

Full quality assurance

Unit verification

Benefits = Clear verifiability of a = Not every robot type needs = Suitable for one-off produc-
representative robot model to be assessed tions or highly specialised
robots
= High degree of legal certainty = Suitable for manufacturers
through external assessment with ongoing series production | = No time-consuming inspection
of the machinery on site, as
= Suitable for individual systems | = Flexible for software or model certification is b)a/lsed on
with stable configuration adjustments within defined documentation
) processes
= No documentation of the
quality assurance system
required
Disadvantages = Any substantial modification = Greater initial effort = More complex internal

to the model requires a new
assessment

= Manufacturer must grant the
notified body access to the
machinery

= Time-consuming in the case
of frequent updates (e.g. for Al
developments)

= Limited flexibility for software
modifications

For autonomous inspection robots with safety-rele-
vant Al, the EU type-examination is usually the most
appropriate option for stable systems (see Chapter
3.2). For series production, full quality assurance is
suitable. Unit verification is only feasible for a small
number of individually configured robots.

What is the conformity procedure for
autonomous inspection robots?

If Al components of the inspection robot are cove-
red by Annex |, Part A, the manufacturer must have
the conformity assessment carried out by a notified
body before being allowed to affix the CE marking.
To this end, they must provide comprehensive
technical documentation, including risk assess-
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= More complex internal
processes and extensive
documentation required

= Possible unannounced audits

= Potentially less economically
attractive for smaller providers

processes and extensive
documentation (including of
the quality assurance system)
required

= Potentially less economically
attractive for smaller providers

ment records, safety evidence for Al components,
and information on the training and validation en-
vironment. Depending on the method chosen (e.g.
EU type-examination or full quality assurance), the
process may take weeks or even months and cor-
responding costs can be expected - especially for
testing procedures, audits and documentation pre-
paration. Close coordination with the notified body
is essential.

10
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Recommended action

For manufacturers of autonomous inspection robots, the following steps
are recommended:

Check classification according to Annex |, Part A

Clarify at an early stage whether safety-relevant Al functions of the robot fall under Annex |,

Part A, point 6 of the EU Machinery Regulation.

Use the transitional period
Implement internal changes and product modifications by 19 January 2027.

Choose the conformity assessment procedure
In consultation with a notified body, check which procedure is appropriate.

Involve a notified body
If safety-relevant Al components are involved and an external conformity assessment
is therefore mandatory, contact a notified body.

Prepare technical documentation
Ensure that all documentation is complete — including risk assessment records, safety

evidence for Al components, and information on the training and validation environment.

Observe cybersecurity requirements
Take into account mandatory requirements for the protection against cyberattacks
and secure software management.

Consider the interplay with the Al Act
Take interfaces with the Al Act into account, particularly for safety-relevant, learning
systems (see Chapter 2.2).

Autonomous inspection robots | Innovation Sandbox for Al
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2.2. EUAIAct

The EU Al Act governs the development, marketing
and use of Al systems and applications in the EU
internal market and follows a risk-based approach. It
distinguishes between unacceptable (and therefore
prohibited), high-risk, low-risk and minimal-risk Al
systems. At its core, the Act sets out detailed requi-
rements that must be observed by manufacturers,
operators and other stakeholders in Al value chains.

What are the requirements for high-risk systems?
High-risk Al systems are subject to strict legal requi-
rements under the EU Al Act, as they can potentially
have a significant impact on the safety, health or
fundamental rights of EU citizens. The main obliga-
tions are set out in Articles 8-20 of the EU Al Act.
Special provisions apply for specific aspects, such
as the risk management system. For example, ma-
nufacturers are obliged to implement and document
a continuous risk management process to identify,
minimise and monitor risks throughout the entire life
cycle of the systems. Data quality is also subject to
certain requirements: Training, validation and test
data must be relevant, representative, error-free and
non-discriminatory. Other obligations relate to tech-
nical documentation, logging functionality, transpa-
rency and human oversight.

To whom does the EU Al Act apply?

The EU Al Act covers almost all stakeholders along
the value chain of an Al system that is to be placed
on the market in the EU or the output of which is
intended to be used in the EU. This also includes
companies that are not based in the EU. The market
location principle applies. In particular, this affects
manufacturers, providers and operators from third
countries such as Switzerland.
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When will the rules of the EU Al Act start to apply,
and what are the transitional periods?

The legislator is adopting a phased approach for
the entry into force of the EU Al Act, with transiti-
onal provisions for systems already on the market.
Individual provisions, such as the ban on certain Al
practices (Art. 5), already entered into force on 2
February 2025.

Additional requirements came into effect on 2 Au-
gust 2025: Transparency obligations for general
purpose Al, reporting obligations and penalties. Ad-
ministrative requirements such as governance rules
also came into force at that time.

Most requirements, particularly for high-risk Al sys-
tems, will generally apply from 2 August 2026. For
the most stringent obligations relating to high-risk
Al, there will be a transitional period until 2 August
2027.

Which cut-off dates are particularly relevant

for autonomous inspection robots?

As autonomous inspection robots are likely to be
classed as high-risk systems in many cases, the pro-
visions for these systems are particularly relevant.
Article 111 of the EU Al Act provides for transitional
periods for high-risk systems already on the market.
High-risk systems that are placed on the market
before 2 August 2026 and are not substantially mo-
dified are not subject to the EU Al Act. For high-risk
systems used in public authorities, a transitional pe-
riod until 2 August 2030 applies. The deadlines do
not apply to prohibited systems (see below).

What counts as a substantial modification

to an autonomous inspection robot?

In order for high-risk systems not to be subject to
the EU Al Act, they must be placed on the market
or put into service before 2 August 2026 and their

12
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design must not be substantially modified after this
date.

The existence of a substantial modification is fur-
ther defined in Article 3(23) and EC 128 of the EU
Al Act. Modifications are considered substantial if
they were not foreseen or planned at the time of
the initial conformity assessment and if they impair
compliance or lead to a modification of the intended
purpose for which the Al system was assessed.
According to the Act, even changes to the opera-
ting system or software architecture constitute a
substantial modification of the intended purpose.
By contrast, changes to the algorithm and to per-
formance do not, provided they occur automatically
during operation and this adaptability was foreseen
by the provider and taken into account in the confor-
mity assessment. In practice, it remains to be seen
how these provisions will be interpreted specifically.
However, under this broad interpretation, virtually
any intervention in the Al system could constitute a
substantial modification.

Since this concerns product safety law, the provi-
sions of the EU General Product Safety Regulation
could also be referred to for the purpose of interpre-
ting the EU Al Act. According to Article 13(3) of this
Regulation, the modification of a product is only sub-
stantial if it (1) affects product safety, (2) was not fo-
reseen in the original risk assessment, (3) introduces
a new risk or alters an existing one and (4) was not
carried out by the consumer. It is therefore relevant
whether the change is accompanied by an increase
in hazards or risks. In this sense, one could argue
that routine changes (e.g. operating system updates)
that do not increase the risk, or changes that even
reduce the risk, are not substantial modifications.
However, it can be assumed that the authorities will
apply a rather strict standard and will aim to have a
large proportion of Al systems covered by the Al Act.
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Are there any other exemptions from the
application of the EU Al Act?

In certain areas, the Act applies only to a very limited
extent or not at all. This affects some key economic
sectors such as civil aviation, agriculture and fores-
try, marine equipment and the automotive sector,
including autonomous driving. Specific approval
regulations already exist for these areas.

The Act also excludes certain systems that serve a
military purpose or are related to international law
enforcement, as well as systems used for scientific
research and development, including all related
activities. Systems that assist natural persons in
personal activities or are licensed under free and
open source licences are also excluded, unless they
are prohibited or subject to specific transparency
obligations.

In addition, the Al Act does not apply if the personal
scope of application has not been met. In particular,
a provider may lose its role as a provider if, for exam-
ple, a distributor, importer or operator places on

the market or puts into service an Al system already
made available in the EU under its own name or
trademark, or makes substantial modifications to the
system. This may occur, for example, through a ‘whi-
te label’ sale. It is also conceivable that a provider
may transfer an Al system produced in Switzerland
to a legal entity in the EU for placing on the market.

Are there any administrative simplifications for
smaller manufacturers of autonomous inspection
robots?

Yes, small and medium-sized enterprises (SMESs)
and start-ups that have their main place of business
or a secondary establishment in the EU and employ
fewer than 250 people or have either an annual
turnover of up to EUR 50 million or an annual balan-

13
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ce sheet total of up to EUR 43 million, can benefit
from certain administrative simplifications. For exam-
ple, they have to provide less extensive technical
documentation, and the fees for the conformity as-
sessment are also lower. In addition, they are given
priority and free access to Al regulatory sandboxes.
The size of the company also plays a role in the de-
termination of penalties. In terms of staff training and
risk management, however, SMEs are subject to the
same requirements as larger companies.

Is an autonomous inspection robot always

a high-risk system?

The EU Al Act defines two different categories of
high-risk systems. According to Article 6(1), an Al
system is considered high-risk if both of the follo-
wing conditions (a) and (b) are fulfilled: (@) The Al
system is itself a product covered by the Union le-
gislation listed in Annex | or is used as a safety com-
ponent of a product (e.g. as an Al safety component
in machinery) covered by the Union legislation listed
in Annex |; and (b) the Union harmonisation legisla-
tion requires a third-party conformity assessment
before the product is placed on the EU market.

Examples of Union harmonisation legislation include
the Machinery Regulation, the Medical Devices Re-
gulation, the Toy Safety Directive and vehicle safety
regulations. The relevant legislative acts are set out
in Annex | of the Al Act.

For autonomous inspection robots, the applicable
Union harmonisation legislation is the EU Machinery
Directive (or, at the relevant time, the EU Machinery
Regulation). If the autonomous inspection robot
uses a safety component with Al or is itself a safety
component (which is unlikely to be the case), it is
considered a high-risk system if a conformity as-
sessment is required under the EU Machinery
Regulation (see Chapter 2.1).
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According to Article 3, point 14 of the EU Al Act, a
safety component is a part of a product or Al sys-
tem that performs a safety function for that product
or Al system, or the failure or malfunction of which
would endanger the health and safety of persons
or property. In autonomous inspection robots, the
Al system is often located in the control area. It can
therefore be assumed that its failure could at least
endanger property. Condition a) is therefore fulfilled.
In addition, the entire product, i.e. the robot, must
undergo a conformity assessment in accordance
with the EU Machinery Regulation. Thus, condition
b) is also fulfilled. It is therefore very likely that an
inspection robot will qualify as a high-risk system
within the meaning of Article 6(1) of the EU Al Act.
However, this may not be the case, depending on
which functions the Al system performs.

In addition, all systems listed in Annex Il of the Act
are classified as high risk, as they are used in safety-
critical areas, including critical infrastructure. Accor-
ding to Annex lll, point 2, only Al systems that are
intended to be used as safety components in the
management and operation of critical digital infras-
tructure, road traffic or the supply of water, gas, heat
or electricity are considered high risk in connection
with critical infrastructure. It therefore depends on
whether the Al system is a safety component.

This raises the question of whether the Al system or
the autonomous robot can be classified as a safety
component of the critical infrastructure. Again, the
decisive factor is whether a failure of the system
would increase the risk to the safety or health of
people. Autonomous inspection robots that are only
used for data collection (e.g. for visual inspections or
condition monitoring) without directly intervening in
control or operating processes do not usually have a
safety component within the meaning of the Al Act.

14
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Accordingly, the system does not automatically fall
into the high-risk category of Annex lll, point 2 of the
EU Al Act. The situation is different for Al systems
that actively perform safety-relevant functions —
such as an Al that controls the flow of electricity in
an energy supply system. A safety component is
clearly present in this case, which means a corre-
sponding conformity assessment by a notified body
is required. A detailed examination of the system’s
function and use is therefore essential.

Are there any other exemptions from the
application of the Al Act?

In addition, the Al Act does not apply if the personal
scope of application has not been met. In particular,
a provider may lose its role as a provider if, for exam-
ple, a distributor, importer or operator places on

the market or puts into service an Al system already
made available in the EU under its own name or
trademark, or makes substantial modifications to the
system. This may occur, for example, through a ‘whi-
te label’ sale. It is also conceivable that a provider
may transfer an Al system produced in Switzerland
to a legal entity in the EU for placing on the market.
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Conformity assessments
in accordance with the EU
Machinery Regulation and
the EU Al Act

When are conformity assessments required
under the EU Al Act?

Conformity assessments are only required for high-
risk Al systems. They should demonstrate that the
system complies with the requirements of the EU
Al Act (e.g. data quality, transparency, risk manage-
ment, human oversight).

If the high-risk Al system is part of a product subject
to other EU harmonisation acts (e.g. a medical de-
vice, a machine or a vehicle), an external conformity
assessment by a notified body is generally required.
The latter must verify conformity and, where appro-
priate, draw up an EU declaration of conformity. If an
Al system passes the conformity assessment, it may
carry the CE marking (see Chapter 2.1).

«Al-based robotics
systems show just how
complex and compre-
hensive the require-

ments of EU law are.»
Stephanie VVolz, Managing Director [TSL
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To what extent can an existing conformity
assessment under the EU Machinery Directive

or Regulation be recognised?

The EU Al Act states in several places that, in the
case of products and Al systems that have already
undergone certain conformity assessments under
harmonisation legislation, the documents and do-
cumentation used for these assessments can also
be used for the documentation under the EU Al Act,
and the requirements of the EU Al Act can be integ-
rated into the existing documentation.

Do two conformity assessment procedures

have to be carried out, i.e. one according to

the EU Machinery Regulation and one according
to the EU Al Act?

No, two separate procedures do not have to be car-
ried out. If a product falls under the EU Machinery
Regulation, a conformity assessment procedure for
this Regulation is applied. Since its requirements
largely overlap with those of the EU Al Act (see the
checklist for high-risk systems in Chapter 3.2), com-
pliance with the EU Machinery Regulation is mainly
checked within this procedure. However, if there is a
requirement under the EU Al Act that is not covered
by it, that requirement will be assessed in the same
procedure by the same notified bodly.

Does the entire machinery have to undergo

a conformity assessment by a notified body,

or only part of it?

The entire robot or machinery does not have to be
assessed by the notified body, but rather only those
parts that ensure a safety function. In the case of an
autonomous inspection robot, this is likely to be the
control unit. The remaining parts must be checked
by the manufacturer itself and subjected to a con-
formity assessment.
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Recommended action

= Check high-risk classification
Carefully check whether the Al system is to be classified as a safety component in accor-
dance with the EU Machinery Regulation or as a high-risk system in accordance with An-
nex lIl of the EU Al Act.

= Take into account transitional periods
When planning market entry, bear in mind that systems that are placed on the market befo-
re 2 August 2026 and not substantially modified are not subject to the new obligations of
the EU Al Act.

= Assess system modifications
When making changes to software, the operating system or system architecture, carry out
a careful risk assessment, as they may be considered a substantial modification and there-
fore require a new conformity assessment.

» Integrate conformity procedures
Combine the conformity assessment required for high-risk systems according to the EU Al
Act with the assessment according to the EU Machinery Regulation.

= Use existing documentation
To meet the requirements of the EU Al Act, use the technical documentation from the con-
formity assessment according to the EU Machinery Regulation.

= Utilise administrative simplifications for SMEs
Take advantage of the administrative simplifications for SMEs under the EU Al Act, inclu-
ding reduced documentation requirements and free access to regulatory sandboxes.

= Define the role of the provider
Transfer the role of the provider to a legal entity based in the EU, if necessary, and thereby
shift the regulatory obligations accordingly. This is possible provided it does not constitute
prohibited circumvention.
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2.3. Other legal acts

In addition to the central regulatory frameworks —
the Machinery Regulation and the Al Act - there
are other regulatory developments at EU level that
may also affect autonomous inspection systems:

= Data Act
The Data Act establishes a harmonised legal
framework for the use, sharing and access to
data within the EU. It obliges manufacturers and
providers of connected products and related
services to make generated data accessible,
and governs data exchange between compa-
nies (B2B) as well as with public authorities
(B2G). For operators of autonomous inspection
systems, the provisions on data portability, ac-
cess rights and contractual transparency are
particularly relevant.

= Cyber Resilience Act
The Cyber Resilience Act introduces horizon-
tal cybersecurity requirements for all digital
products with connected functionality. Manu-
facturers must demonstrate security-by-design
and security-by-default, implement vulnerability
management, and ensure security updates
throughout the entire product lifecycle. For auto-
nomous inspection systems, this entails stricter
requirements for secure software development,
patch management, and proof of corresponding
processes as part of the conformity assess-
ment.

Autonomous inspection robots | Innovation Sandbox for Al
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03.

Sandbox project
with ANYbotics

3.1. ANYmal use case

As part of the Innovation Sandbox for Al, the pro-
duct ANYmal served as a use case to clarify regula-
tory requirements. ANYmal is an autonomous, four-
legged inspection robot from the Swiss company
ANYbotics, developed for demanding industrial
environments such as power plants, offshore plat-
forms and chemical plants. Thanks to its dynamic
walking mechanism, it can move stably over uneven
terrain, stairs and grids — wherever wheeled or tra-
cked systems reach their limits.

The platform combines three integrated Al compo-
nents that are usually processed locally on powerful

CPU/GPU units:

= Reinforcement learning for locomotion
adaptive movement in complex environments

= Self-learning navigation autonomous route
finding and obstacle avoidance

= Supervised learning for inspections analysis
of visual, acoustic and physical sensor data
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ANYmal uses a multimodal sensor system that
includes the following components, among others:

= 360°L/DAR for SLAM-based mapping and na-
vigation

= Depth and zoom cameras for visual detection
and documentation

= Thermal imaging camera for temperature
monitoring

= Acoustic and vibration sensors for monitoring
the condition of machinery

Communication typically runs via Wi-Fi, 5G or edge
computing interfaces and is directly connected to
digital twins or industrial monitoring systems. The
power is supplied via an automatic charging station,
which ensures continuous operation.

Core functions of ANYmal

= Mobile mapping and 3D scanning
Capture entire systems in high resolution

= Sensor integration
Temperature, leakage, visual indicators
(e.g. level, pressure gauges), noise and vibration

= Intelligent inspection
Automatic adjustment of the sensor position
(e.g. camera angle during reflection), additional
recordings in the case of uncertainties
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» Real-time data transmission
Direct transmission of information to the central
monitoring system or to the system’s digital twin

» Robust design
Protection against heat, dust, humidity, explosi-
ve environments (ATEX-certified version availa-
ble)

ANYmal is now used in productive environments
around the world - from energy supply to the che-
mical industry. The robot provides support with rou-
tine checks, preventive maintenance or emergency
operations, for example.

Example application 1: Chemical plant

In a chemical production plant, the autonomous in-
spection robot ANYmal is used in regular operation
for daily inspection rounds. It inspects over 120 visu-
al, thermal and acoustic inspection points per missi-
on, including temperature displays, pump noise and
corrosion characteristics. Deviations are documen-
ted and reported automatically. The collected data
flows into the system’s digital twin and supports
continuous condition monitoring. According to the
operator, a measurable increase in plant availability
was achieved through use of the system. There are
plans to extend it to other sites.
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Example application 2: Offshore platform

On an offshore platform, the autonomous inspection
robot ANYmal Xis used as part of regular inspection
rounds. It checks the visual, thermal and acoustic
characteristics of valves, pumps and electrical
systems - including in potentially explosive atmo-
spheres with high humidity and changing weather
conditions. Inspections are carried out at several
levels and in areas that are difficult to access. The
collected data is automatically transmitted to the
maintenance team and integrated into existing digi-
tal systems. According to the operator, the system
helps reduce the need for personnel in safety-cri-
tical areas and enables continuous monitoring of the
plant condition.
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Example application 3: Data centre

In a data centre, the autonomous inspection robot
ANYmal is used for regular inspection rounds. It
monitors visual, thermal and acoustic condition
characteristics of technical building installations
such as cooling, power supply and cabling — even in
poor lighting conditions or at night. The inspection
data is automatically recorded and transmitted to
the in-house maintenance platform. Deviations are
detected and reported to enable timely manual
intervention. According to the operator, the use of
the system contributes to increasing operational sa-
fety and automating recurring test tasks. The robot
is in continuous operation and carries out several
inspection missions per day.

These three application examples — chemical plant,
offshore platform and data centre - illustrate the
range of potential applications for autonomous
inspection robots in real industrial environments.
They show how these kinds of systems can help to
complement existing control processes, especially
in difficult-to-access or safety-critical areas. At the
same time, they make clear which technical, organi-
sational and regulatory issues need to be taken into
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account when introducing these types of techno-

logies.

Practical benefits

Improved inspection to identify risks and
technical problems at an early stage

Less deployment of personnel in
hazardous zones

Basis for predictive maintenance and
long-term cost reduction

Seamless documentation and improved
data quality

Reduced workload of technicians for
repetitive inspection tasks

Integration into digital twins and existing
monitoring systems

Implementation challenges

Integration into existing infrastructures
and IT systems

Adaptation of operating procedures to
robot-assisted inspection processes

Personnel training for system operation
and maintenance

Challenging environmental conditions
(e.g. extreme heat, humidity)

Network connectivity for real-time
data transmission

Continuous system calibration and
error detection
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3.2. Dealing with EU regulations

The legal classification of autonomous inspection
robots poses complex challenges for manufacturers
and regulators. In particular, the interface between
the EU Al Act and the EU Machinery Regulation
raises key questions: Under what conditions should
such systems be classified as high-risk Al systems
(HRAIS) (see Chapter 2.2)7 What obligations arise
for manufacturers, and what opportunities emerge
from different interpretations? Using the example of
the ANYmal robot (see Chapter 3.1), the following
chapter analyses possible strategies for dealing with
regulatory requirements. Two scenarios are compa-
red. In the first scenario, the robot is not classified
as a HRAIS, while in the second it is. In this case, the
stricter requirements are implemented proactively.

«For ANYbotics,
the implementa-
tion of various
EU regulations
is key to market

access.”»

Dr. Christian Gehring, Co-Founder
and Sr. Director of Robotics & Al
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In the first scenario, it is argued that the inspection
robot should not be classified as a HRAIS. The
advantage of this approach is that systems not
considered high risk have to meet less stringent re-
quirements. The disadvantage is that the arguments
against classifying the system as a HRAIS are, in this
case, not very robust. If the matter were to be as-
sessed by an authority or a court, there is a risk that
they could reach a different conclusion. The robot
would then have to be certified according to the
newly introduced conformity assessment procedu-
re of the EU Al Act. This procedure has not yet been
established by the responsible inspection bodies
(‘notified bodies”), which, from the Sandbox team’s
perspective, may lead to uncertainty, more work
and higher certification costs.

In the second scenario, it is argued that the robot is
a HRAIS. In this case, the manufacturer must imple-
ment the corresponding requirements of the EU Al
Act. The advantage of this strategy is that the robot
cannot be certified via the new conformity assess-
ment procedure of the EU Al Act, but via the already
established conformity assessment procedure of
the EU Machinery Regulation. This procedure is
more established among notified bodies (with the
exception of the requirements of the EU Al Act),
which results in less uncertainty and lower costs.
The disadvantage is that HRAIS have to meet more
stringent requirements than low-risk systems.
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I. Scenario 1: not classified as HRAIS

Scenario 1 includes several options to avoid the robot being classified as a HRAIS. They are shown in a deci-
sion tree that leads step by step through the relevant checks. The starting point is the analysis of the require-
ments under Article 6(1) of the EU Al Act, followed by the assessment under Article 6(2). This is followed by
an explanation of the decision paths which, from the sandbox team’s perspective, offer a reasonable basis
for not classifying the robot as a HRAIS.

Yes No

No
Continuation of the
examination under Art.
- =
Yes

l
l

—L
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Option 1: No safety component

A viable approach within the first scenario is derived
from the following path in the decision tree:

1.Yes, 2.No,3.No >D

First, it must be checked whether the robot is a
product or a safety component according to Article
6(M (@) of the EU Al Act and falls under the EU Ma-
chinery Regulation. The sandbox team assumes that
this is the case, as ANYbotics has already assessed
the robot under the previous EU Machinery Direc-
tive. However, this assumption has not been exami-
ned in detail. It should be noted that the conditions
set out in points (@) and (b) of Article 6(1) of the EU
Al Act must be met cumulatively. Therefore, if the
robot is not a safety component or a product refer-
red to in point (@), it is no longer necessary to check
whether it needs to undergo a conformity assess-
ment under point (b). However, since it is very likely
that point (@) is met for ANYmal, it must be checked
whether point (b) is also met.

The sandbox team argues that the robot is not
subject to a conformity assessment under the EU
Machinery Regulation and that Article 6(1)(b) of

the EU Al Act is therefore not fulfilled. According to
Article 25(2) of the EU Machinery Regulation, those
products listed in Annex |, Part A are subjectto a
conformity assessment. In this Annex, point 6 is par-
ticularly relevant for the robot. However, point 6 re-
quires the robot to have an ‘embedded system’ that
ensures safety functions. According to Article 3(4)
of the EU Machinery Regulation, a safety function

is a function that serves as a protective measure to
eliminate or reduce a risk and the failure of which
would lead to an increase in the risk. However, the
embedded system installed in the robot, the on-
board computer, does not ensure safety functions
according to this definition. This is justified by the
fact that it is not currently possible to verify the safe-
ty of a machine learning method - such as that used
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for the obstacle avoidance system - for technical
reasons. Thus, if it is not clear how safe the obstacle
avoidance system is, it does not guarantee a safety
function. The same applies to the Locomotion and
Inspection Intelligence modules. Since the conditi-
ons of points (@) and (b) must be met cumulatively,
the answer ‘No’ at this stage leads to the conclusion
that no HRAIS exists within the meaning of Article
6(1) of the EU Al Act.

However, a HRAIS in accordance with Article 6(2)
and Annex lll, point 2 of the EU Al Act could exist.
For this to be the case, the robot would have to be
a safety component of a critical infrastructure. The
sandbox team argues that the robot is not conside-
red a component because there is no fixed connec-
tion to critical infrastructure. As already mentioned,
it does not perform any safety functions either. This
leads to the conclusion that the robot is not to be
classified as a HRAIS under either Article 6(1) or Ar-
ticle 6(2) of the EU Al Act.

Option 2: Exemption under Article 6(3) of the
EU Al Act

An alternative decision-making process can be
found via the following path:

1.Yes | 2.No | 3.Yes | 4.Yes >D

Here, the sandbox team assumes, with the same
reasoning as for Option 1, that no HRAIS under Ar-
ticle 6(1) of the EU Al Act exists. On the other hand,
it is assumed that the robot is a safety component

of a critical infrastructure. The reasoning is that fai-
lure of the robot could result in an increased risk to
the safety of people, so a safety component within
the meaning of Article 3, point 14 of the EU Al Act

is therefore present. In addition, it is argued that the
term ‘safety component’ is not only to be interpreted
literally, so that a non-fixed system such as the robot
can also be considered a component. Thus, a HRAIS
pursuant to Article 6(2) of the EU Al Act exists.
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Finally, the exemptions under Article 6(3) of the EU
Al Act need to be examined. If one of these excepti-
ons applies, no HRAIS exists despite the conditions
of Article 6(2) of the EU Al Act being met. Here, it is
argued that the robot does not make independent
decisions, but rather only performs preparatory ac-
tivities for human decision-makers. Therefore, the
exemption provided for in Article 6(3)(d) of the EU
Al Act is relevant and no HRAIS exists. Overall, this
path also leads to the conclusion that the robot is
not to be classified as a HRAIS under either Article
6() or Article 6(2) of the EU Al Act.

Option 3: Use of transitional provisions

A third option within the first scenario is to invoke
the transitional provisions of the EU Al Act. Accor-
ding to Article 111, the EU Al Act does not apply to Al
systems already on the market if they were placed
on the market or put into service before 2 August
2026, unless there is a substantial modification to
the design. However, it remains unclear what is me-
ant by a substantial modification. The EU Al Act defi-
nes a ‘substantial modification’ as a change that was
not foreseen or planned in the original conformity
assessment carried out by the provider, and that
either affects the conformity of the Al system or re-
sults in a change to the intended purpose for which
the system was assessed. A substantial modification
therefore only exists if compliance with the EU Al
Act is no longer ensured as a result of the change. In
line with established practice under the EU Machi-
nery Directive, the key consideration is whether the
change gives rise to a new hazard or increases an
existing risk to the legal interests protected by the
EU Al Act.
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«EU regulations often
have a less drastic
iImpact on companies
than expected - those
who make smart use of
flexibilities and analyse
riSKs pragmatically can
develop a suitable
Strateg

)/. » Sven Kohlmeier,
Specialist Attorney for IT Law,
Wicki Partners AG
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Conclusion for the first scenario

This scenario offers the possibility of avoiding the
robot being classified as a HRAIS. However, whet-
her the corresponding argument would stand up to
judicial review is currently open, as there is not yet
any case law on these issues. Against the backdrop
of geopolitical competition, particularly with regard
to technological competition from the US, a broad
interpretation of the EU Al Act by the EU could be
promoted. If the robot is not classified as a HRAIS,

it is not subject to a conformity assessment proce-
dure according to the EU Al Act and only needs to
comply with the Act’s general requirements for Al
systems. However, a conformity procedure accor-
ding to the EU Machinery Regulation may still be ne-
cessary. In addition or as an alternative to arguments
against classification as a HRAIS (Options 1 and 2),
the transitional provision (Option 3) may be invoked
to temporarily avoid the application of the EU Al Act.
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Il. Scenario 2: Classification as a HRAIS

In this scenario, it is assumed that the robot will be
subject to the new EU Machinery Regulation and will
have to be certified by a notified body. As this fulfils
the conditions of Article 6(1)(@) and (b), a HRAIS
exists.

Certification according to EU Machinery Regulation
In the case of a HRAIS, the sandbox team recom-
mends that the manufacturers first carry out the
conformity assessment procedure according to the
EU Machinery Regulation. The notified body simul-
taneously verifies compliance with the requirements
of the EU Al Act. Certification according to the EU
Al Act is therefore not required. In this way, manu-
facturers only have to go through the established
procedure. The potentially more expensive, new
procedure under the EU Al Act can be avoided.

The decisive factor is that, according to the EU Ma-
chinery Regulation, it is not the entire robot that has
to be certified, but rather only the on-board compu-
ter, i.e. the control unit in which the Al functions are
embedded. Certification is required for ‘embedded
systems with self-developing behaviour’, the failure
of which would increase the risk to persons. Accor-
dingly, based on discussions with the manufacturer,
the following robot modules in particular could be
subject to certification:

= Obstacle avoidance
An outage could lead to accidents.

= Inspection intelligence
A defect could give rise to risks (e.g. unnoticed
leaks).

= Locomotion
An error could cause the robot to fall and thus
create a hazard.
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Three procedures are available for the certification
of the on-board computer (see Chapter 2.1):

1. EU type-examination
The most suitable; a single model is tested,
no ongoing audits

2. Full quality assurance
Unsuitable due to unannounced audits

3. Unit verification
Unsuitable for series production due to high
costs

The other components of the robot, such as legs or
housing, can continue to be verified through internal

production control.

Conclusion for the second scenario

Recommended action

The reasoning in the second scenario requires only
one certification by a notified body — namely accor-
ding to the EU Machinery Regulation. Conformity
with the EU Al Act is checked at the same time. Only
the on-board computer needs to be certified exter-
nally, while the rest of the robot can be tested inter-
nally. The most appropriate conformity assessment
procedure for ANYbotics is the EU type-examinati-
on. Furthermore, the obligations for HRAIS providers
under the EU Al Act must be observed. The advan-
tages of the second scenario are reduced legal risk
and established procedures. The disadvantage is
that stricter requirements have to be met than in the
first scenario.

The decision between the different argumentation scenarios is not only a legal one - it also
requires business judgement. If the robot is subject to the EU Machinery Regulation anyway,
the sandbox team recommends choosing the implementation strategy from Scenario 2, going
through the certification procedure under the EU Machinery Regulation — ideally in the form of
EU type-examination — and thus meeting the requirements of the EU Al Act at the same time.

Autonomous inspection robots | Innovation Sandbox for Al
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Checklist for high-risk systems

The EU Al Act imposes a number of obligations on providers of HRAIS. The EU Machinery Regulation con-
tains obligations for manufacturers of machinery that are congruent or similar (see fourth column). Therefore,
by going through the conformity assessment procedure under the EU Machinery Regulation, some obligati-
ons under the EU Al Act are already fulfilled at least in part. Here is a checklist of all obligations that the EU Al
Act imposes on providers of HRAIS:

— Articles in the Similar obligation under
CompletecCklization EU Al Act the EU Machinery Regulation
Indicating name, trademark and contact address 16 b) 10 VI

For full quality assurance: Annex IX, point 3; in the
Establishing a quality management system 16 c),17 case of individual verification: Annex X, point 2,
sub-paragraph 3ii)

Preparing and retaining documentation 16 d), 1,17, 47,18 10 1I, Annex IV Part A

Annex lll, Part B, point 1.2:1. Sub-paragraph 3 b):

Retaining automatically generated logs for 6 months 16 €),12,19 Retention period of 1 year

Carrying out a conformity assessment procedure (in the case | 16 f), 43 lll, Regulation

of ANYbotics, according to the EU Machinery Regulation) (EU) 2023/1230 101,25

Drawing up an EU declaration of conformity 16 g), 47 101

Affixing a CE marking 16 h), 48 101

Taking corrective measures if the HRAIS is not (or no longer)

compliant with the EU Al Act after it has been placed on the 16)) 10 IX

market

If requested by the authorities: demonstrating compliance .

with requirements for HRAIS 1619,8-15 10x

Establishing a risk management system 9 Annex IV, Part A (b): Risk assessment

Creating technical documentation that contains information 1, Annex IV, Regulation

in accordance with the EU Al and EU Machinery Regulation | (EU) 2023/1230 Annex V Part A

Creating an operating manual that enables transparent

) 13 1owvi
operation
Ensuring human oversight 14 Annex lll, Part B, point 3.2.4.
Ensuring sufficient accuracy, robustness and cybersecurity 15 :}r;)r:;aoxnlll, Part B, point 1:1.9: Protecting against cor-
16 ), Directive (EU)
Ensuring accessibility of websites and products 2016/2102, Directive
(EU) 2019/882
Establishing a data governance process to ensure that
. . A ) 10
training data is as error- and bias-free as possible
Establishing a post-market monitoring system for the HRAIS 7
(ANYbotics customers must forward data for this purpose)
Reporting serious incidents to the market surveillance 73
authority
If required by the authority: conformity with EU Al Act 79, Regulation (EU)
verified by market surveillance authority 2019/1020
does not Registering in the EU database for HRAIS according to

apply Annex lll (ANYbotics does not fall under Annex Ill) 16D, 49,71, Annex Il
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3.3. Al governance and ISO/IEC 42001
Regardless of whether an autonomous inspection
robot is classified as a HRAIS in regulatory terms,
systematic Al governance is becoming increasingly
important. Regulatory requirements in the areas of
Al, cybersecurity, product safety and data access
will continue to grow in the coming years — both in
the EU and globally.

Structured governance makes it possible to take
into account existing and future requirements in a
targeted manner without having to develop a sepa-
rate approach for each new regulatory instrument.
This is because a centrally anchored Al manage-
ment system can map various regulatory require-
ments — such as those from the EU Al Act, but also
Al-related requirements from the EU Machinery
Regulation or Al regulations in other regions that are
of interest as a market.

The following section presents a possible imple-
mentation approach for such Al governance based
on ISO/IEC 420012 This international standard
defines, for the first time, a structured management
system specifically for the responsible use of Al. It
builds on established principles of information secu-
rity and quality management and applies them to Al-
specific risks and control processes. The concept of
an Al management system was tested in practice as
part of the sandbox project with ANYbotics in colla-
boration with Zurich-based company Modulos AG.
The aim was to prepare a lean system that addres-
ses regulatory requirements in a structured manner
and at the same time provides a modular basis for
specifically filling regulatory gaps where necessary
(e.g. from the EU Al Act or the EU Machinery Regula-
tion). The experience gained from the use case was
incorporated — particularly with regard to system
delimitation, organisational anchoring and selected
documentation and control tools.

«[hose who systema-
tically embed Al gover-
nance create security,
reduce risks and
secure long-term

market acCessS.» tienaMaran,
Global Head of Responsible Al, Modulos AG

Motivation and objectives

The aim was to prepare for the introduction of an Al
management system in accordance with the requi-
rements of ISO/IEC 42001 - as a first concrete step
towards establishing Al governance in the company.
This was done against the background that there

is still no final legal clarity regarding the interaction
between the EU Al Act and the EU Machinery Regu-
lation. The decision to introduce an Al management
system was motivated by several interrelated fac-
tors. On the one hand, ANYbotics is active in highly
regulated industries - including oil and gas, mining,
chemicals, and power generation — and operates in
more than 20 countries. On the other hand, Al tech-
nologies are an essential part of the company’s pro-
duct, and compliance with regulatory requirements
is becoming increasingly important — especially with
regard to the potential classification of autonomous
robot systems as high-risk applications under the EU
Al Act. In addition, customer requirements in terms
of Al governance and the desire for competitive and
responsible Al development have supported the

3 See ISO 42001:2023 ‘Information technology - Artificial intelligence — Management system’ (available as the identical Swiss standard SN ISO/IEC
42001:2025 at: https://connect.snv.ch/de/sn-isoiec-42001-2025). Manufacturers are advised to use the standard early on as an orientation framework
for establishing an Al management system and to align it with existing quality and safety standards.
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ambition to establish a comprehensive Al governan-
ce framework. At the same time, an implemented Al
management system also increases customer trust.

Technical challenges and regulatory complexity
During the preparation of the Al management sys-
tem at ANYbotics, some challenges arose that are
typical of Al-supported robotics systems in industrial
environments. The following points are particularly
relevant:

= Autonomous navigation in safety-critical
environments
The use of ANYmal in facilities such as refineries,
chemical plants or power plants is subject to
strict safety requirements. Faulty navigation or
wrong decisions by Al can have serious conse-
quences in such contexts.

= Integration of third-party Al components
External Al modules are sometimes used for
central functions such as image processing. The
validation, traceability and long-term maintenan-
ce of such components are particularly chal-
lenging — especially with regard to regulatory
requirements.

= Model drift under real operating conditions
Different lighting conditions, structural changes
in facilities, weather conditions or contamination
can change the performance of Al models in the
field. The stability and robustness of the models
must therefore be continuously monitored and
tested.

= Regulatory diversity across more than
20 countries of operation
ANYbotics operates internationally and must
comply with regulatory requirements from diffe-
rent jurisdictions. Ensuring compliance with the
EU Al Act, the EU Machinery Regulation and ot-
her national regulations is a significant challenge.
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= High update frequency and version control
The system is updated in quarterly cycles. This
requires stringent processes for versioning, test
documentation, release and traceability — espe-
cially in the case of safety-critical components.

The ANYmal robot system combines advanced Al
such as deep learning or reinforcement learning
with generative Al for computer vision, navigation
and inspection. It is precisely this technical com-
plexity that underscores the need for a structured,
risk-based approach to Al governance - both to
meet regulatory requirements and to ensure safety,
quality and scalability in operations. The existing
information security management and safety struc-
tures were an important basis for addressing Al-spe-
cific risks with independent, specialised governance
structures.

Risk assessment

The risk analysis revealed a medium risk for ANYbo-
tics, which is shaped by the complex regulatory en-
vironment, the autonomous use of the systems and
the technological complexity of the Al components.
Although the existing information security manage-
ment system and established risk management pro-
cesses reduce vulnerability, there is still some scope
for development, particularly with regard to develo-
ping dedicated resources for Al governance.
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Overall risk assessment Moderate

External

Assess regulatory context
EU Al Act (potential high-risk classification)
Compliance in multiple jurisdictions
Dynamic/ongoing regulatory developments

Operational

Assess operational use
Limited human oversight during operation
Real-time decision-making
Safety-critical environments

Technical
Assess system autonomy

Reliability and robustness challenges
Lack of transparency of reinforcement
learning systems

Main Al risks

The comprehensive risk analysis identified 10
critical risks, which are divided into three interrelated
categories.

1.

External risks focus on the complex regulatory
environment and stakeholder management chal-
lenges. Difficulties with regulatory compliance
result from the constantly evolving Al require-
ments in various jurisdictions. At the same time,
there are risks in relation to stakeholders, parti-
cularly when it comes to clearly communicating
the capabilities and limitations of Al systems to
industry partners, who often operate in risk-aver-
se environments.

Operational risks arise from the special require-
ments for using autonomous systems with real-
time decision-making in safety-critical contexts.
To avoid potential safety risks, it is essential that
the systems can be monitored by humans. Gaps
in the overarching Al governance also highlight
the need for structured accountability mecha-
nisms. Update management challenges arise
from the quarterly roll-out cycle, while runtime
risks underscore the vulnerability of autono-
mous systems to targeted attacks, with potential
implications for operational safety and functio-
nality.
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Model drift and data quality

Technical risks dominate the assessment. They
include fundamental challenges related to the
reliability and robustness of Al systems in unpre-
dictable industrial environments, as well as the
inherent opacity of decision-making processes
in complex reinforcement learning systems. A
particular concernis the risk of model drift due
to the dynamic conditions in inspection environ-
ments. In addition, there are challenges in terms
of data quality and Al-specific security vulnerabi-
lities, which present ongoing operational hurdles
and require targeted countermeasures.
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Category Risk Impact Controls
Technical Al System Reliability and Robustness Critical A.8.24,
e AB6.2.6
) A.6.2.3
Technical i ision- i i ’
I Opacity of Decision-Making High AB27
) A.6.26
Technical i i ’
echnic Al Model Drift Medium A G28
. A74,
Technical ; . ,
echnica Data Quiality Issues High A7G
) A.6.2.3
Technical N - . I ) )
echnica Al-Specific Security Vulnerabilities High AG27
) A.6.25
O tional i ’
perationa Al Update Management Medium A626
Operational Al Governance Gaps Critical A22,
e A3.2
A.6.2.5,
Operational Runtime Al System Compromise High A.6.26,
A4
Technical Regulatory Compliance High A23,
A85
. o ) A8.2,
Technical Stakeholder Communication Medium Y

Statement of applicability

The 10 identified risks formed the basis for the se-
lection and prioritisation of the control measures
implemented in the Al management system. It was
found that many of the technical and operational
challenges require specific governance tools. Based
on ANYbotics’ dual role as a medium-risk Al provider
and manufacturer, the Statement of Applicability
covers all essential controls from Annex A of ISO/
IEC 42001, with the exception of the societal impact
assessment (A.5.5). This was excluded due to the
limited application context in the area of industrial
inspections. The relevant controls focus in particular
on:
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= Alpolicies (A.2)

= Governanceroles (A.3)

= Life cycle management (A.6)
= Data governance (A.7)

= Responsible use (A.9)

Risk-based prioritisation of implementation
controls

The prioritisation of controls was based on a
medium risk, the dual role of Al provider and ma-
nufacturer, the existing information security ma-
nagement structure and the fact that no sensitive
personal data is processed. This made it possible
to focus specifically on those requirements that are
particularly relevant to industrial robotics, such as
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Sy

stem reliability, structural governance and Al-

specific security aspects. The implementation
roadmap prioritised three critical risks:

Al system reliability and robustness
Developing verification and validation
processes and comprehensive monitoring
frameworks (e.g. through machine learning
operations)

Al governance gaps
Establishing formal governance structures
and defining roles and responsibilities

Al-specific security vulnerabilities
Documenting security controls and implemen-
ting targeted strategies to minimise vulnerabili-
ties

This structured and risk-oriented approach enabled
the Al management system to be rolled out in a
targeted manner while using resources efficiently -
without overwhelming the organisation across the
board.

Priority Risk Controls Control Descriptions
Al System Reliability and Robustness AAGGéZé Venﬁcatr;o:n:i;\tr;(:lir\:;l:(?:;zr\:vzrricesses,
Al Governance Gans A.2.2, Establish governance structure,
P A3.2 define roles and responsibilities
Al-Specific Security Vulnerabilities ';6622:; Dosltjlr: eegbsii(;ur:zg;:gfls’

Recommendations for similar organisations

The experience of ANYbotics shows several critical
success factors for the implementation of ISO/IEC
42007

Management support is crucial. Management
support is essential for allocating resources and
overcoming internal hurdles during the gover-
nance transformation.
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= Building on existing structures instead of start-
ing from scratch. The established information
security management and safety processes

form a solid foundation. This shows how existing
governance structures can be used and expan-
ded - with time savings and minimal disruption
to operational processes.

External expertise is a key success factor. Sup-
port from specialist consultants in the gap ana-
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lysis helps to avoid typical pitfalls and accelerate
internal learning, especially in areas with little
internal governance experience.

= A comprehensive risk analysis forms the basis
for all further steps. This is the only way to focus
resources on the most effective measures.

= Seamless documentation of all processes and
decisions creates the traceability necessary for
certification.

= Quick wins during the course of the project also
help to maintain motivation over the long imple-
mentation period.

Implementation challenges
Organisations should also avoid typical mistakes:

= Implementation in all areas at the same time
overwhelms the teams and distracts from priority
risks.

» Not carrying out impact assessments can
lead to blind spots not being discovered until
the audit.

= Isolating existing governance structures
leads to unnecessary conflicting objectives
and duplication.

= Cultural change is often underestimated - a lack
of change management slows down acceptance.

Delayed set-up of monitoring systems prevents
early detection of implementation gaps, which
can lead to significantly higher costs further
down the line.
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O4.
Conclusion
and outlook

Based on the legal analysis of the most important
EU regulations and the practical experience gained
from the use case, key fields of action emerge for
companies. The following sections combine these
findings in the form of overarching recommenda-
tions for regulation, risk management and innova-
tion promotion.

1. Systematic integration of regulatory require-
ments
The increasing density of regulations in the field
of Al and robotics calls for a systematic approach
in order to consistently embed new requirements
into existing development and management pro-
cesses. The example of autonomous inspection
robots shows that companies need to link tech-
nical innovations with regulatory requirements at
an early stage — especially for safety-critical func-
tions and for use in critical infrastructures. The
aim is to establish a consistent governance fra-
mework that integrates new legal requirements
such as the EU Al Act, the EU Machinery Regu-
lation or the EU Cyber Resilience Act, as well
as voluntary standards such as ISO/IEC 420011.
This enables companies to identify regulatory de-
velopments at an early stage, understand depen-
dencies and further develop existing structures
efficiently, without having to set up separate sys-
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tems for each new set of rules. Experiences from
test environments such as the Al sandbox also
demonstrate that interdisciplinary collaboration
makes a decisive contribution to operationalising
requirements in a practical way and anchoring
them sustainably in corporate management.

Role of standards and management systems

In addition to legal requirements, voluntary stan-
dards are becoming increasingly important —
both for internal governance and for building trust
externally. ISO/IEC 42001 is the first standard for
a structured Al management system. For com-
panies that use Al in safety-critical fields such as
autonomous inspection, this standard can create
a competitive advantage in the medium term,
such as in tenders, international partnerships or
industry-specific guidelines. The sandbox project
with ANYbotics and Modulos shows that ISO/
IEC 42001 offers valuable guidance, especially

in connection with EU regulations such as the Al
Act (e.g. in the areas of risk management and do-
cumentation obligations).

. Combination of traditional and Al-specific

requirements

Future regulatory frameworks must consistently
combine traditional safety requirements (e.g.
under the EU Machinery Regulation) with the
characteristics of dynamic, adaptive Al systems.
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A risk-based approach forms the core of this
approach: it takes into account physical hazards,
as well as digital and algorithmic risks. Adaptive
conformity assessments focus specifically on Al-
related properties, such as adaptive algorithms,
changing models or context-dependent decision
logics. Depending on the risk level, differentiated
testing and verification requirements will apply —
from technical documentation for static systems
to the validation of training data and models for
learning systems to external audits for safety-cri-
tical, non-deterministic applications. In addition,
continuous monitoring and update obligations
ensure fulfilment of security and compliance
requirements even after the product has been
placed on the market.

. Defining Al systems in complex robotics
applications

A key issue in the risk assessment and regulation
of complex robotic systems is whether the sys-
tem as a whole or only individual Al components
should be considered. While a system evaluation
covers the interactions between different modu-
les, a component-based evaluation can be useful
when individual Al building blocks — such as for
navigation or motion control — are reused in diffe-
rent products. For the risk analysis, it is also deci-
sive whether the focus is on the application (e.g.
failure to detect a defect) or on the operational
safety of the robot itself (e.g. a physical malfunc-
tion). A clearly defined valuation model not only
supports regulatory traceability, but also enables
flexible reuse of certified modules in different
contexts. Companies should therefore document
at an early stage the level at which the assess-
ment takes place and differentiate their risk
management strategies accordingly. In this way,
regulatory requirements can be met consistently
and synergies in development and certification
can be exploited at the same time.
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. Al test environments as learning spaces

Test environments for autonomous inspection
robots create interdisciplinary learning spaces

in which companies, research institutions and
authorities can jointly test security, Al behaviour
and regulatory requirements in practice. Regu-
latory experiment clauses or pilot articles allow
temporary and limited exemptions from existing
legal requirements in order to test innovative Al
systems under realistic conditions. Official super-
vision remains key, supplemented by protective
measures for safety and fundamental rights.
These kinds of test environments thereby make a
significant contribution to implementing regulato-
ry requirements in a practical way and promoting
innovation in a responsible manner.

«Future-ready robotics
emerges when
technical progress and
Al governance go
hand /n hanol.» Raphael von

Thiessen, Al Sandbox Programme Manager,
Canton of Zurich
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ATEX certification

EU certification for equipment used in potentially ex-
plosive atmospheres. ATEX certification is required
for operating autonomous robots such as ANYmal X
in sensitive industrial environments.

Digital twins

Virtual images of physical systems that are continu-
ously fed with real-time data. They are used for con-
dition monitoring, simulation and decision support -
particularly in autonomous inspection and predictive
maintenance.

EU Cyber Resilience Act

EU Regulation to improve the cybersecurity of con-
nected digital products and services. It defines de-
sign, development and maintenance requirements —
with direct relevance for Al-based, network-enabled
robotics systems.

EU Data Act (Data Act)

EU Regulation to promote fair access to and use of
data. In particular, it governs access to and use of
data generated by connected devices or services -
with implications for Al-based inspection systems.

EUAIAct (Al Act)

EU Regulation governing artificial intelligence. It clas-
sifies Al systems by risk level (e.g. minimal, high or
unacceptable) and defines specific requirements for
development, transparency, safety and oversight.

EU Machinery Directive

Current EU Directive on the safety of machinery
and its placing on the European internal market. It
defines basic health and safety requirements for the
design, construction and operation of machinery. It
will be replaced in full by the new EU Machinery Re-
gulation in 2027.
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EU Machinery Regulation

Successor to the EU Machinery Directive. As a Re-
gulation, it is directly applicable in all Member States
and contains updated requirements for safety, digi-
talisation and the use of Al in machinery. Among ot-
her things, it sets out obligations for manufacturers
and takes into account the interaction with the EU Al
Act.

General purpose Al

Al systems that are not just developed for a single,
specific purpose, but instead can be used in a va-
riety of applications and contexts. General purpose
Alis characterised by its broad functionality and
can cover both general tasks (e.g. word processing,
image recognition or speech interaction) and spe-
cialised applications in various industries.

Internal production control

A conformity assessment procedure in which the
manufacturer declares under its sole responsibility
that a product complies with the applicable legal
requirements. In the context of the EU Machinery
Regulation, this means companies are allowed to
check and document the compliance of their ma-
chinery with the relevant health and safety require-
ments themselves.

ISO/IEC 42001

International standard for the management of Al
systems. Its aim is to ensure that organisations use
Al responsibly, securely and comprehensibly — in-
cluding governance structures, risk management,
transparency and stakeholder engagement. The
standard is particularly relevant for companies that
develop or operate Al systems in safety-critical
areas.
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Al regulatory sandbox

A test environment in which Al-based technologies
- such as autonomous inspection robots — can be
tested under real conditions. Companies, authorities
and research institutions work together to clarify
technical, legal and safety-relevant aspects at an
early stage. Regulatory sandboxes enable risk-awa-
re testing before broad market deployment.

Conformity assessment

Process for checking whether a product or system
meets the regulatory requirements (e.g. under the
EU Al Act or the EU Machinery Regulation). Depen-
ding on the risk class, this can be done through in-
ternal audits, external audits or notified bodies.

LIDAR (light detection and ranging)

An optical measuring method for precise distance
measurement and ambient detection. LIDAR sys-
tems emit laser pulses and measure the time until
the light is reflected from objects. Three-dimensio-
nal maps of the environment can be created from
this data. In robotics, LIDAR is used in particular for
navigation, obstacle detection and mapping (e.g. in
the context of SLAM).

Notified body

An independent, officially appointed testing organi-
sation that assesses EU conformity for certain pro-
ducts. Autonomous inspection robots with safety-
relevant Al function (e.g. obstacle avoidance) must
be switched on if self-certification is not permitted in
accordance with the EU Machinery Regulation.
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Reinforcement learning

A branch of machine learning in which an Al system
learns to perform certain tasks optimally through
targeted interaction with its environment. In the con-
text of autonomous robots, reinforcement learning
is used to control the locomotion: the robot learns
how to move stably and efficiently over complex
terrain — such as by climbing stairs or bypassing
obstacles.

SLAM (simultaneous localisation and mapping)

A process from robotics and computer vision that
allows a mobile system to orient itself in an unfami-
liar environment (localisation) and create a map of
this environment (mapping). SLAM is typically im-
plemented using sensors such as LIDAR or cameras
and is central to autonomous navigation without
external reference systems such as GPS.

Supervised learning

A machine learning process in which a model learns
from labelled training data to recognise certain pat-
terns or make predictions. Autonomous robots use
supervised learning to evaluate visual, thermal and
acoustic inspection data — such as to detect display
values, unusual noises or temperature deviations on
machinery.
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